D3 — DOMAIN DUE DILIGENCE D3 REST API v1 Reference

Base URL https://api.domain-due-diligence.com/api/vl

Authentication Authorization: Bearer d3_live

Format JSON request & response

Sandbox All new keys start in sandbox — mock data, no credits used
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> <
The D3 REST API v1 provides programmatic access to D3 domain intelligence scans, reports and scan
products. All endpoints are authenticated with an API key and support both sandbox and production

modes.

> 4
Create an API key in Settings - APl & MCP. Include it as a Bearer token:

curl https://api.donain-due-diligence.con api/vl/ products \

-H "Aut horization: Bearer d3_l|ive_your_key here"

Scopes: scan: r ead for read, scan: wri t e to create scans (debits credits).

> 4
All new API keys start in sandbox mode. Sandbox endpoints return realistic mock data instantly — no
credits debited, no real scans run. Complete the checklist in Settings - API & MCP to activate production.
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GET [ api /v1/ products

D3 REST API v1 Reference

Returns all enabled scan products. Use the sl ug field as the product parameter when creating a scan.

GET /api/vl/ products

# Response

{

"products": [

"slug": "explorer", "nane": "D3 Explorer", "creditCost": 5 },
"slug": "security_ audit", "nane": "D3 Security Audit", "creditCost": 7 },

"slug": "due_diligence", "nanme": "D3 Due Diligence",

{
{
{ "slug": "valuation", "nanme": "D3 Val uation",
{
]
}

POST [api /vl/ scans

"creditCost": 12 },

"creditCost": 20 }

Start a domain intelligence scan. Credits debited immediately. In sandbox mode: instant mock data, O

credits.

Request body:

domai n string yes
pr oduct string yes
tlds string[] —

PCOST / api/vl/ scans

{

"domai n": "exanpl e. cont',
"product": "security_ audit",
"tlds": ["conl, "nl", "be"]
}

# Response 202

{

"scanld": "cnvZx9f...",

"status": "QUEUED",

"credi tsDebited": 7,

"pol lUrl": "/api/vl/scans/cnZx9f..."

}

GET [api/vl/scans/:id

Domain or brand to scan (e.qg.
"example.com")

explorer | security_audit | valuation |
due_diligence

TLD list e.g. ["com","nl","be"]. Defaults to
domain TLD.
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Poll until st at us is COWPLETED. Recommended interval: 15-30 seconds.

GET /api/vl/ scans/ cm/x9f. ..

# Response

{

"scanld": "cnm/x9f...",
"status": "COVWLETED',
"overal | Score": 78,

"al Summary": "Executive sunmmary...",

"results": [ ... ]

}




D3 — DOMAIN DUE DILIGENCE D3 REST API v1 Reference

GET lapi/vl/scans/:id/report
Returns the complete report including all connector findings, Al summary, per-connector insights, and

SHA-256 evidence hash.

CGET /api/vl/scans/cnvx9f.../report

# Response

{

"scanld": "cnvx9f...",

"reportHash": "a3f9d2cl...",

"overal | Score": 78,

"ai Summary": "...",

"ailnsights": { "dns-basic": "...", "whois-rdap":
"results": [ { "connector": "dns-basic", "score":

}

GET lapi/vl/ keys
CET /api/vl/ keys

# Response

{

"keys": [

{

“id": "elx...",

"nane": "M integration",

"keyPrefix": "d3_live xxxx",

"i sSandbox": fal se,

"rest ProductionAt": "2026-03-20T10: 00: 002",
"scopes": ["scan:read", "scan:write"]

POST [api /vl/ keys

POST / api/v1l/ keys
{ "nane": "My integration", "scopes": ["scan:read", "scan:wite"] }

# Response 201

{
"plaintext": "d3_live_alb2c3...", // STORE TH S —shown once only

"i sSandbox": true

}

POST [api/vl/keys/:idlactivate

POST /api/vl/ keys/clx.../activate
{ "section": "rest" } // or "ntp"

[ api /vll keys/:id
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DELETE / api/v1l/ keys/ cl x. ..
# Response: 204 No Content
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>
400

BAD_REQUEST Missing or invalid parameters
401 UNAUTHORI ZED Invalid, expired or revoked API key
403 FORBI DDEN Insufficient scope or not your resource
404 NOT_FOUND Scan or resource not found
409 CONFLI CT Scan already in progress for this domain
429 RATE_LI M TED Rate limit exceeded (default 60 reg/min)
402 I NSUFFI CI ENT_CREDI TS Not enough credits to start scan
500 SERVER_ERROR Internal error — contact support
3 4

Credits are debited per scan based on the product:

D3 Explorer expl orer 5
D3 Security Audit security_audit 7
D3 Valuation val uati on 12

D3 Due Diligence due_di | i gence 20



